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TECHNICAL PROVIDERS IN THE PAYMENT SECTOR: 
THE ITALIAN OVERSIGHT APPROACH  

IN THE CONTEXT OF INTERNATIONAL  
AND EUROPEAN MARKET  

AND REGULATORY DEVELOPMENTS

EMANUELA CERRATO* 
ENRICA DETTO*

DANIELE NATALIZI* 
FEDERICO SEMORILE* 

FABIO ZUFFRANIERI* 
  

Abstract

Technical providers have taken on a crucial role in supporting the "nancial 
sector, enabling "rms – even small ones – to become more e#cient and keep 
pace with innovation. Yet, the interdependencies between such providers and 
the "nancial entities may pose new systemic risks, deserving the attention of 
regulators and overseers. !is paper presents the authorities’ point of view, 
describing the approaches taken in overseeing non-"nancial third-party pro-
viders in the payment sector within the broader "nancial system, and demon-
strating how initiatives at international and European level have contributed 
to shape the Italian approach, with the ultimate aim of balancing security 
with innovation.

∗	 Bank of Italy - Market and Payment Systems Oversight Directorate. The views expressed in this paper are those 
of the authors and do not necessarily reflect those of the Bank of Italy. 

 This paper was presented at the Workshop on Third-Party Service Provider Risks in the Economy and Financial 
System, held at the Houston Branch of the Federal Reserve Bank of Dallas, in Houston, Texas, on October 
16, 2025. An earlier version was presented at an internal seminar held by the Bank of Italy and published as a 
working paper in its ‘Markets, Infrastructures, Payment Systems’ series (No. 47, March 2024).
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I fornitori di tecnologia nel settore dei pagamenti: l’approccio italiano di 
sorveglianza nel contesto del mercato e della regolamentazione a livello 
europeo e internazionale – Sintesi

I fornitori di tecnologia hanno acquisito un ruolo fondamentale a supporto 
del settore !nanziario, consentendo alle aziende, anche di minori dimensioni, di 
conseguire guadagni di e"cienza e di stare al passo con l’innovazione. Dalle inter-
dipendenze tra questi soggetti e gli operatori !nanziari, tuttavia, possono scaturire 
nuovi rischi sistemici, che richiedono l’attenzione delle autorità di regolamenta-
zione e sorveglianza. Il lavoro, seguendo il punto di vista delle autorità, descrive 
gli approcci adottati nella sorveglianza delle terze parti non !nanziarie nel siste-
ma dei pagamenti, e all’interno del più ampio sistema !nanziario. Il paper dimo-
stra come le iniziative a livello internazionale ed europeo abbiano contribuito a 
de!nire l’approccio italiano, orientato all’equilibrio tra sicurezza e innovazione.

Parole chiave: Sistema dei pagamenti; Infrastrutture di mercato; Terze parti; Resilienza operativa 
digitale; Sorveglianza.

Codici JEL: E42; G32; G38; O33.

Keywords: Payment system; Market infrastructure; !ird parties; Digital operational resil-
ience; oversight.
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1. Introduction 

Like many other societal and economic activities, "nance is highly reliant 
on information and communication technology (ICT). Services and infra-
structure provided by non-"nancial “third parties” have become increasingly 
important in the "nancial sector in recent years, due to the growing use of 
advanced technological solutions to carry out "nancial transactions, among 
which payments.

Taking a broader view, the safe and e#cient functioning of "nancial mar-
ket infrastructures (FMIs) has always been essential to the economic develop-
ment, at national and broader level, safeguarding public trust in the currency, 
and facilitating the exchange of resources and the allocation of risks among 
economic operators. In this context, a key role is played by the payment sys-
tem (hereafter also referred to as “ecosystem”), which encompasses all the 
components of the "nancial system that enable the execution of securities 
transactions and payments. Focusing on the latter, private-sector operators, 
such as consumers and businesses, public-sector operators, and the interme-
diaries themselves need to be able to send and receive payments in an e%ective 
and a%ordable way. !at is why exchange, clearing and settlement arrange-
ments between "nancial operators are of the utmost importance.1 However, 
the activities carried out in the payment ecosystem may pose risks, including 
operational and cyber risk, possibly causing serious disruption in the "nancial 
system, and a%ecting the real economy.

For its smooth functioning, the payment ecosystem depends on the e#-
ciency, stability and security of the network of relationships among "nancial 
players, but also between them and their technical providers. 

In recent decades the payment ecosystem has been characterized by dis-

1 Reference is made to the de"nitions contained in the Bank of Italy’s Regulation of 9 November 2021. “Ex-
change” means the activity through which participants (e.g. typically "nancial institutions) in the system ex-
change payment instructions, i.e. messages and orders for the transfer of funds, or the discharge of obligations 
via clearing. !e subsequent “clearing” phase entails the conversion into a single credit or debit position – in 
accordance with the rules of the system – of the claims and debts of one or more participants vis-à-vis one or 
more other participants. “Settlement” discharges two or more participants’ credit or debit positions.
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ruptive and exogenous innovation, often brought about by specialized, high-
tech, non-"nancial players, with authorities taking initiatives to address relat-
ed emerging risks.

!e aim of this paper is to investigate such initiatives from a regulatory 
perspective, following a multi-level approach and focusing on the Italian case. 

Hence, the paper performs a qualitative analysis of the main evolutionary 
trends in a scenario in which third parties have acquired increasing relevance 
to "nance (Section 2).2 It then presents the international and European pol-
icies and regulatory interventions in the "eld (Sections 3 and 4), and focuses 
on the Italian payment system oversight approach that has been developed 
against this background (Section 5).

1.1. #e term “third party”

From an economic point of view, it appears easy to identify the underlying 
mechanisms for outsourcing services and for using “third-party” providers 
more broadly. From a terminological point of view, however, the de"nition of 
“third party” can vary from regulation to regulation.

At the international level, in its toolkit for "nancial institutions and au-
thorities to manage third-party risk, the Financial Stability Board (FSB) iden-
ti"es di%erent categories of “service provider”3: i) third-party service provider 
– providing services to one or more "nancial institutions under a third-par-
ty service relationship; ii) [N]th-party service provider constituting part of a 
third-party service provider’s supply chain and supporting the ultimate deliv-
ery of services to one or more "nancial institutions; iii) and intra-group ser-
vice provider – predominantly serving entities within the same group (FSB, 
2023). 

2 A quantitative analysis of the phenomenon or a comparison across individual EU or non-EU jurisdictions is 
outside the scope of this paper.

3 See FSB (2023) report on Enhancing !ird-Party Risk Management and Oversight (‘1. Common terms and 
de"nitions’).
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At a regional level, the EU Regulation No. 2554/2022 on Digital Opera-
tional Resilience for the Financial Sector (DORA) de"nes an ICT third-party 
provider as an entity that delivers, on an ongoing basis, digital and data ser-
vices to the "nancial entity, precisely through ICT systems, including tech-
nical support and excluding traditional analogue telephone services. But the 
same term is also used with a di%erent meaning in other pieces of European 
legislation. For example, this paper does not cover the “third parties” intro-
duced by European Directive No. 2366/2015 on Payment Services in the 
Internal Market (so-called Payment Services Directive 2 - PSD2), i.e. the 
operators specialized in the provision of services in the "eld of so-called “open 
banking”,4 which qualify as payment services in all respects.

In this study, the term “third party” refers to a non-"nancial provider of 
services and infrastructure supporting the business of "nancial players or the 
"nancial ecosystem as a whole, with a focus on the payment industry, follow-
ing the !l rouge of the de"nitions developed by standard setters and generally 
serving as a shared reference for legislators. 

4 “Open banking” refers to a model for the use of "nancial data, related to customer payment accounts held with 
payment service providers, by “third-party” service providers, through the use of speci"c web-based technology 
interfaces to implement new services and applications. For a description of this sector of the industry, with 
reference to the Italian experience, see Pellitteri et al. (2023). PSD2 has introduced two new types of service 
providers, often referred to as !ird-Party Providers (TPPs): Account Information Service Providers, which o%er 
customers the possibility of accessing - through a single interface - consolidated information on one or more 
payment accounts even if held with di%erent intermediaries; and Payment Initiation Service Providers, which 
allow a payment transaction to be performed against accounts held with other intermediaries. In addition, the 
Directive has introduced the possibility for a provider to issue payment cards linked to accounts held at another 
institution. !e aforementioned services do not involve the direct holding of funds, but require the provider to 
be authorized to verify holdings on external accounts in a manner that is functional to the o%ering of its services.

 Unlike the technical providers covered in this paper, whose operations are not subject to speci"c “statutory 
reservation of activity” regulatory regimes, PSD2 TPPs can only operate within the Union with a special license 
and o%er services directly to end users.
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2. ICT third-party providers in the payment system

2.1. #e growing role of ICT third-party providers

!e massive spread of the Internet and especially of Web 2.0, combined 
with the rapid development of other digital technologies such as mobile 
phones, have revolutionized the structure of the production system and the 
habits of individuals (Marchetti, 2022). Processes that previously required a 
high degree of human interaction have been automated; new products and 
services have become commonly adopted due to users’ growing familiari-
ty with digital tools. Working through a computer, communicating with a 
smartphone, and initiating an online bank transfer are just a few examples of 
how people’s lives have changed thanks to technology.

Digitalization has reshaped the banking and "nancial sector in the "rst 
place, facilitating the introduction of new business models and new forms of 
competition through a gradual shift from physical to virtual channels.

!e payment ecosystem has been an area of early experimentation. In the 
past it was much more di#cult for new entrants to compete with incumbents, 
such as banks and the main credit or debit card payment circuits: the way 
services were delivered and the resulting privileged relationship with custom-
ers were the main barriers to entry. Innovation has enabled users to choose 
among several cashless payment instruments, harmonized at the European 
level and geared toward instantaneous digital interactions.5 Today, BigTech6 
and "ntech7 companies can leverage network e%ects and underserved market 

5 For example, the Single Euro Payments Area (SEPA) which introduced common rules for making instant credit 
transfers, with immediate recognition of funds to the bene"ciary; or payment cards dematerialization, which 
means that their issuance does not necessarily require a physical medium.

6 For a comprehensive overview of BigTech companies, see FSB (2019a). !e largest technology companies are 
comprised, namely Alibaba, Amazon, Apple, Baidu, Ebay, Google, Meta (formerly Facebook), Microsoft and 
Tencent.

7 !e Financial Stability Board de"nes "ntech as: “technologically enabled innovation in "nancial services that 
could result in new business models, applications, processes or products with an associated material e%ect on 
"nancial markets and institutions and the provision of "nancial services”.
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niches to attract customers through the added value of their services by ex-
panding or nimbly designing their o%erings. A large part of the BigTechs have 
already developed payment services such as digital wallets (e.g., Apple Pay, 
Google Pay, and Samsung Pay), and are leveraging partnerships with "nan-
cial institutions to introduce new ones in banking and "nance (EBA, 2021). 
Some of them already operate in the sector, for example through the presence 
within their group of entities registered or licensed by their respective author-
ities to provide payment services8.

!e mechanisms that are “behind the scenes”, i.e. the supporting infra-
structure, have also undergone transformation: national payment systems are 
now deeply interconnected and, at the European level, pan-European solu-
tions have consolidated, with a web of direct and indirect relationships across 
borders. !is has resulted in advantages in terms of both &exibility and e#-
ciency in transaction execution and cost containment.

In this changed technological and industrial environment, the need and 
opportunity for "nancial players to use solutions o%ered by third parties has 
increased. !e main economic reasons for "nancial entities to outsource ser-
vices, especially ICT services, are diverse. !e literature identi"es them as 
follows:9 (i) containing costs through the shift from a capital expenditure 
model to an operational expenditure model, reducing the need for upfront 
investment in the physical infrastructure, such as servers or data centers; (ii) 
focusing on the company’s core business and strategic activities, not dis-
persing resources on complementary and ancillary activities; (iii) acquiring 
know-how and professional skills not present internally, and more general-
ly leveraging technologies not easily deployable in-house; (iv) expanding the 
company’s o%er of innovative products; (v) timely activating new services in 
rapidly developing market segments; and (vi) achieving a relatively lean cap-
ital structure, thanks to the possibility of intensifying or reducing the use of 
third-party services as necessary. 

8 See Crisanto et al. (2021) and Feyen et al. (2021) for broader analyses on the subject.
9 See, for example, McFarlan & Nolan, 1995; Currie et al., 2008; González et al., 2016; Könning et al, 2019.
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Technical services may involve some traditional functions, such as infor-
mation-accounting systems, and network and messaging services, but also 
the development of innovative products and functionalities to process com-
mercial payments. !is trend is con"rmed by various sources tracking the 
evolution of third-party services and relationships, despite the fact that there 
is scant data speci"cally targeting the payment industry. 

Innovative technologies such as cloud computing and cybersecurity ser-
vices are two examples, as the number of "nancial entities relying on them is 
growing. According to the FSB’s analysis, the adoption of cloud technologies 
in the "nancial services sector was still in its early stages in 2019, with approx-
imately 70% of "nancial services companies in an initial, trial or testing phase. 
A rapid expansion can be expected, as the industry matures (FSB, 2019b).

Markets and Markets (2023) data reveal a remarkable growth rate in cloud 
spending over recent years, estimated at about 20% compared to the global 
IT spending rate of 8%. Projections suggest that cloud spending could reach 
$1.3 trillion by 2028, with a compound annual growth rate of 15%. None-
theless, the main regulatory concerns associated with cloud computing are 
not necessarily related to the features of the service as such, but to the mar-
ket concentration in few operators. According to Synergy Research Group 
analysis, Amazon, Microsoft, and Google collectively hold more than 65% 
of the market share in terms of revenues10. In such a concentrated market, 
risks could be ampli"ed, potentially leading to widespread disruption and 
even jeopardize "nancial stability, particularly if cloud services host core op-
erations.

Cybersecurity services have exhibited similar growth trajectories. Based on 
various market intelligence sources, the cybersecurity industry is estimated 
to be within the range of $180-220 billion. Statista Market Insight reports 
that the cybersecurity industry has sustained double-digit growth over the 
past "ve years and is expected to maintain this pace in the coming years. !is 

10 https://www.srgresearch.com/articles/cloud-market-gets-its-mojo-back-q4-increase-in-cloud-spending-reaches-
new-highs, as at 10 May 2024.
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trend is primarily driven by the potential for cyber-attacks to cause signi"cant 
"nancial losses for "nancial entities (Statista, 2023). In the cyber context, 
third-party services can be a double-edged sword. On the one hand, they pro-
vide specialized services to safeguard the "nancial entities’ ICT assets. On the 
other hand, they may end up being entry points for malicious actors targeting 
"nancial institutions. !erefore, the security capabilities of third-party service 
providers are critical components of any cybersecurity framework.

Also the European Supervisory Authorities (ESAs) conducted analyses on 
the provision of ICT services to EU "nancial entities by ICT third-party 
service providers11, as part of the work on DORA. Considering that, the anal-
yses were not targeted to the payment system, but aimed to cover the entire 
"nancial sector. !e "ndings indicate that approximately 15 thousand service 
providers - 20 thousand if we include subcontractors - were serving the 1,600 
"nancial entities surveyed in 2022 (ESAs, 2023).

 Following the classi"cation adopted by the ESAs, the majority of con-
tracts signed by "nancial entities were related to software and application 
services (IT development, o%-the-shelf software packages, licensing, and in-
stallation thereof ), data analysis, other data services, and cloud computing. 
Data center and network infrastructure services had the highest share of con-
tractual arrangements supporting critical or important functions12, reaching 
approximately 70% of the total number of contracts; such services along with 
cybersecurity and cloud computing, showed the highest levels of concentra-
tion, with a limited number of TPPs (ranging from 35% to 60% of the mar-
ket) providing critical services to the vast majority of "nancial intermediaries.  

11 As stated in the report: “!e analysis was carried out on the basis of voluntary information provided on a 
best-e%ort basis by a sample of "nancial entities across the EU representing di%erent parts of the "nancial sector 
and providing information on their use of services from ICT TPPs. […] !e sample was selected to ensure 
broad coverage and the analysis was performed to inform preparations for the application of the Digital Oper-
ational Resilience Act”.

12 According to Art. 3 of DORA, “critical or important function” means a function, the disruption of which would 
materially impair the !nancial performance of a !nancial entity, or the soundness or continuity of its services and 
activities, or the discontinued, defective or failed performance of that function would materially impair the continuing 
compliance of a !nancial entity with the conditions and obligations of its authorisation, or with its other obligations 
under applicable !nancial services law.
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Table 1 - Share of entities using services top 10 ICT TPPs for critical functions. 

ICT 
TPP

Software & 
Application

Network 
Infostructure

Data  
Centre Cybersecurity

Cloud  
Computing

#1 71% 17% 15% 36% 68%
#2 64% 7 % 23% 1% 46%
#3 66% 13% 8 % 5 % 13%
#4 85% 35% 35% 10% 7%
#5 30% 32% 28% 18% 92%
#6 30% 6% 6% 4% 90%
#7 92% 1% 52% 3% 87%
#8 45% 2 % 7% 2% 79%
#9 97% 0% 68% 69% 88%
#10 48% 6% 9% 2 % 15%

Source: authors’ elaboration on ESAs Report on the landscape of ICT third-party providers 
in the EU, September 2023.

In Italy, too, the trend towards outsourcing has been particularly pro-
nounced, in a context in which banks had been present with many branch-
es on the territory, and used traditional promotion and distribution chan-
nels. Digitalization has indeed started with payment services (Arnaudo et al., 
2022)13, where intermediaries have made increasing use of specialized players 
in order to develop their o%ering. Examples can be found in the development 
of “system-wide” solutions for the services introduced by PSD2 (in this re-
gard, see multi-operator platforms mentioned in paragraph 5.2); the same 
applies to payment acceptance, where the role of third parties, the so-called 
paytechs, is essential for the development of e-commerce solutions or sophis-
ticated POS (ECB, 2021b)14.

13 Some studies (e.g. Coletti et al., 2022) con"rm this trend, showing that the use of cash has been in constant 
decline from 2016, although it remains the most used means of payment; conversely, payments via electronic 
instruments have shown a continuous growth: between 2017 and 2021 the number of credit transfers grew - in 
Italy like in the euro area - at a rate of 6%, while the number of card payments grew by 17% in Italy, more than 
the average in the area (12%). It is likely that user preference for these instruments will continue to grow in the 
near future.

14 For further insights into the implications for consumers, see Coletti et al. (2022).
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2.2. #e risks posed by third-party providers and the role of regulation

Alongside the advantages described above, investments in partnerships 
with third-party vendors have, over time, determined a strong dependence of 
"nancial operators on such vendors and the need to adequately guard against 
related risks, including that of vendor lock-in.

!is has drawn the attention of regulators to the consequences that the 
so-called “third-party risks” can cause from both a “micro” perspective, at the 
level of individual operators, and a “macro” perspective, for the system as a 
whole.

!e authorities’ intervention is also justi"ed by the fact that, from an oper-
ational point of view, outsourcing can channel risks from an unregulated – or 
weakly regulated - sector, that of the provider, to a regulated sector, that of the 
"nancial entity served.15 To avoid impairing supervision, it becomes necessary 
to maintain a management framework and a right allocation of responsibili-
ties – where the "nancial entity served should remain ultimately responsible. 
In this sense regulation has aimed, on the one hand, at ensuring adequate risk 
management and governance by entities that rely on third-party providers, 
also to avoid possible repercussions on end-users; and, on the other hand, at 
establishing new frameworks for the oversight of technical providers, which 
are not as such subject to "nancial sector regulation.

Outsourcing of services, and more speci"cally, the nature of outsourced 
services and the economic importance of the parties involved, require for the 
outsourcee to manage a number of risks16. Although some risks may partially 
overlap, the following is a schematic overview of the main ones, from the mi-

15 Albeit in a less complex technological scenario, a set of guiding principles were already published in 2005, given 
the growing relevance of outsourcing in "nance (BCBS, 2005).

16 Since the earliest cases of outsourcing IT services, Earl (1996) had identi"ed 11 generic risks arising from the 
process: (i) possibility of weakened management; (ii) sta% without experience in the process; (iii) increased 
business uncertainty; (iv) obsolescence of in-house technological expertise; (v) endemic uncertainty; (vi) hidden 
costs; (vii) lack of experience economies; (viii) loss of innovative capability; (ix) di#culty of alignment among 
stakeholders; (x) indivisibility and rigidity of technology o%erings to customers; and (xi) loss of IT strategic 
planning.
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cro up to the systemic perspective, that systematizes what has been reported 
in the literature (e.g. BCBS, 2005; FSB, 2019a, 2019b; FSB, 2023) and with 
further authors’ elaboration: 
1) operational risk, where a provider incurring a problem might a%ect the 

activity of the "nancial entities it serves. !e disruptions can lead to down-
time, delays, or interruptions in critical processes, a%ecting the ability of 
"nancial entities to conduct their business smoothly, especially in the ab-
sence of adequate contingency measures or alternative providers. !is risk 
is ever more relevant in the face of climate change physical risks – be they 
acute (driven by an event such as a &ood or storm) or chronic (arising from 
longer-term shifts in climate patterns);

2) cyber risk, which has acquired its own raison d’être over the last years and 
refers to the vulnerability of a third-party vendor to cyber events, such as 
data breaches, hacking attacks, or malware infections, facilitating attacks 
on the "nancial entity, negatively a%ecting its service availability, con"den-
tiality and data integrity, and leading to "nancial loss; 

3) lock-in risk, arising from a "nancial entity overly depending on a particular 
third-party provider, thereby limiting its ability to transition to another 
provider or to terminate the contract without signi"cant consequences. 
Typically, lock-in risk arises when there are limited real alternatives on the 
market (e.g. cloud services, payment messaging, network services) or the 
"nancial entity has to face high costs to switch to another provider due to 
the very nature of the technology, the service customization needed or the 
type of agreement signed, which may entail penalties in case of early termi-
nation. In those circumstances "nancial entities may "nd it di#cult to de-
"ne viable exit strategies, either through internalization or service provider 
substitution. !e situation worsens when the need to change a third party 
is immediate due to incidents, disasters or restrictions imposed by law; 

4) monitoring risk, occurring when a "nancial entity lacks adequate control 
over the activities and behavior of its third-party providers. !is may hap-
pen when the "nancial entity outsources functions and processes without 
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su#cient mechanisms in place to ensure the provider’s compliance with 
relevant regulations, and with performance and security key performance 
indicators at contractual level, or may be the result of a high degree of 
asymmetry in negotiating positions between "nancial institutions and hy-
per-scale technical providers. As reported by the European Commission, 
according to the Ponemon Institute companies struggle to (i) ascertain 
if third parties have experienced data breaches or cyber-attacks involving 
their sensitive information, (ii) identify the quantity of third parties with 
access to their con"dential data, and (iii) ensure that these third parties 
can adequately address a data breach or cyber-attack (EC, 2020). !is 
risk has led "nancial regulators to develop more accurate and robust third 
party management frameworks that leverage due diligence assessments 
throughout the vendor lifecycle and are based on a continuous dialogue 
with the provider, instead of solely relying on periodic audits and service 
level agreements. !e latter, in fact, primarily deal with vendor’s perfor-
mance and may overlook other aspects of interests (vendor’s security, data 
integrity and con"dentiality, and risk management). Monitoring risk may 
also result from the "nancial entity lacking su#cient skills and capabilities 
related to a speci"c service or technology; 

5) bargaining power risk, where the "nancial entity is unable to obtain fa-
vorable terms, conditions, pricing or to tailor the contract with their 
third-party vendors to its speci"c needs. !is may be due to the third-par-
ty providers’ dominance (e.g. BigTechs), when they o%er unique services 
or highly standardized services, and it is di#cult for the "nancial entity to 
"nd an alternative or negotiate di%erent terms from others clients; 

6) data governance and localization risk is also crucial, as improper data man-
agement, protection and storage of sensitive data can lead to data security 
breaches, data leaks and con"dentiality issues, which in turn may expose 
the "nancial entity to cybersecurity threats, regulatory risks (e.g. non-com-
pliance with requirements set by the European General Data Protection 
Regulation) and reputational impacts. Data localization constraints may 



E. CERRATO, E. DETTO, D. NATALIZI, F. SEMORILE, F. ZUFFRANIERI

CONTRIBUTI80

be imposed by law to restrict the processing, transfer and storage of data 
outside national or speci"c geographic boundaries. As data are an increas-
ingly relevant asset, their control is of utmost importance and so is the 
control over the third parties that manage them;

7) reputational risk, where a provider’s behavior might taint the reputation of 
the "nancial entity. !is risk may result from most of the others; 

8) other micro-level risks. !e European Commission has also listed the lack of 
explainability (so-called “black box”) as a new risk, which relates to the in-
ability of "nancial institutions to understand or explain actions, decisions 
or recommendations made or facilitated by third-party providers, e.g. via 
Arti"cial Intelligence. Other risks may include compliance risk, i.e. the 
risk of misalignment with the regulatory framework more generally, and 
strategic risk, e.g. related to business planning, programming and control 
choices;

9) systemic risks. From a macro-perspective, the use of third parties could pose 
risks to the overall stability of the system. One example is the risk of inter-
connectedness, when a third party provides services to a large number of 
"nancial entities or across sectors. Many interdependencies have developed 
over time between di%erent payment systems and the supporting technical 
infrastructure. Concentration in certain providers can change the dimen-
sion of the problem from micro to macro, a%ecting a larger number of 
"nancial entities. In particular, providers placed at critical nodes in the 
network could become single points of failure and cause spill-over e%ects 
in the "nancial sector. In other words, the greater the degree of specializa-
tion in the services provided by a limited number of providers (sometimes 
just one), the greater the likelihood that systemic risks arise. 
Another factor that could exacerbate systemic risk is the extensive range 

of services o%ered by the same providers, particularly when those services are 
interconnected or based on the same technical components. In such instanc-
es, the disruption of one service could a%ect the entire business of a company, 
and even have ripple e%ects across numerous sectors and towards several other 
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market players. 
!erefore, systemic players for the "nancial market are required to diversi-

fy the risk pro"le of their premises both geographically, in order to cope with 
natural disasters (e.g. a &ood, an earthquake), and technologically, by prepar-
ing adequate safeguards against cyber risk in order to avert a total or partial 
disruption of services (Giannetto and Fazio, 2022). Geopolitical factors may 
exacerbate the relevant risks. 

!e presence of these market risks and ine#ciencies justify public inter-
vention in the "nancial system, including the payment ecosystem, in order 
to achieve a suitable equilibrium and optimal service levels. For such reasons, 
in the past 20 years, regulators have increasingly intervened in these "elds, by 
introducing oversight requirements and frameworks, and coordinating ini-
tiatives across various institutional levels. Regulation itself has been a major 
driver of change. 

 Indeed, not only have recent technological development been accompa-
nied, but also stimulated by signi"cant regulatory development. One example 
is provided by the PSD2 review: ahead of the review, the European Commis-
sion carried out both generalized and targeted consultations, notably asking 
questions about the role of technical providers in supporting the market. Sim-
ilarly, the work at the European level on crypto-asset markets and the pilot re-
gime for market infrastructures using Distributed Ledger Technology (DLT) 
are contributing to outline the necessary legal basis to support profound in-
novation, but also to watch over potential technological and third-party risks 
that solutions delivered by the industry may pose. 

3. International principles and standards on third-party risk

Since the early 2000s, in supervising "nancial operators’ risk manage-
ment practices, regulators have developed speci"c requirements concerning 
outsourcing and engagement of external suppliers. Regulatory frameworks 
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encompass principles, recommendations and standards for e%ective risk man-
agement by "nancial operators and e#cient control by authorities.

3.1. Cooperation at global level

In the realm of payment systems, outsourcing has been covered since the 
Core Principles for Systemically Important Payment Systems (hereafter re-
ferred to as Core Principles) were published by the Committee on Payment 
and Settlement Systems (CPSS)17 of the Bank for International Settlements 
(BIS) in 2001. !e Core Principles urged payment system operators to in-
volve technology providers in the set-up of business continuity arrangements, 
and to prudently establish redundant communication lines and infrastruc-
ture, as well as to negotiate appropriate service level agreements with telecom-
munications service providers.

A further advancement occurred in 2012, when the CPSS and the Tech-
nical Committee of the International Organization of Securities Commis-
sions (IOSCO) updated the risk management framework for "nancial sys-
tem infrastructures (including the Core Principles18): a single set of principles 
were published, known as the Principles for Financial Market Infrastructures 
(PFMI). Recognizing the growing signi"cance of third parties in providing 
indispensable technology to the "nancial system, the PFMI incorporate nu-
merous references to external service providers. Not only do they address op-
erational risk, but also other risks posed or incurred by providers in their 
relationships with an FMI.19 Additionally, the PFMI are accompanied by an 

17 Now Committee on Payments and Market Infrastructures (CPMI).
18 Before 2012 the CPSS and the Technical Committee of the International Organization of Securities Commissions 

(IOSCO) developed speci"c sets of recommendations for the di%erent infrastructures, among which the Recom-
mendations for securities settlement systems and the Recommendations for central counterparties.

19 !e PFMI de"ne a "nancial market infrastructure as a multilateral system among participating institutions, in-
cluding the operator of the system, used for the purposes of clearing, settling, or recording payments, securities, 
derivatives, or other "nancial transactions. !e de"nition encompasses payment systems, securities settlement 
systems, central securities depositories, central counterparties and repositories of trade data (so-called trade 
repositories). 
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annex (Annex F) containing Oversight Expectations directly targeted at crit-
ical service providers. !e expectations, largely derived from the High-Level 
Expectations for the oversight of SWIFT (Society for Worldwide Interbank 
Financial Telecommunication, see paragraph 3.2) encompass risk identi"ca-
tion and management, robust information security management, reliability 
and resilience, e%ective technology planning, and secure communications 
with users. 

!e PFMI and their annexes constitute a principle-based regulatory frame-
work that has remained relevant and adaptable over time. It serves as a guid-
ing reference for both authorities and operators. Supplemented by subsequent 
reference documents and interpreted in an evolving manner, the PFMI form 
the basis for initiatives to mitigate the risks posed by the use of new technol-
ogies in the "nancial domain.

3.2. SWIFT: a case study

While not directly aimed at third parties, but rather at the payment sys-
tems they serve20, the Core Principles have laid the foundation for the estab-
lishment of a framework of requirements applicable to SWIFT. As one of 
the leading providers of messaging and network services in the international 
"nancial system, SWIFT connects operators for cross-border payments and 
securities exchange worldwide.21

Central banks monitor SWIFT’s compliance with the requirements, based 

20 !e majority of the Core Principles (6 out of 10) pertained to "nancial risk pro"les typical of payment systems 
and their participants, not directly related to third parties. Only a few of the Core Principles, when appropri-
ately interpreted, appeared to be applicable to third parties as well: having a robust legal foundation for their 
operations, establishing non-discriminatory access criteria for their services, and having adequate governance 
structures. Out of the ten Core Principles, only one would have been readily applicable to third-party technol-
ogy service providers, i.e. the principle concerning operational risk.

21 SWIFT operates in 28 countries and employs over 2,800 personnel. !e SWIFT infrastructure links approx-
imately 11,000 "nancial operators (comprising banks, depositories, investment institutions, central banks, 
market infrastructures, and corporate clients), spread across more than 200 countries. In the year 2022, these 
entities exchanged an average of 44.8 million messages per day.
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on what has become one of the earliest models of international cooperative 
oversight, necessary due to its borderless operations. Since 2004 SWIFT has 
been subject to cooperative oversight by the central banks of the G10 coun-
tries. !e National Bank of Belgium (NBB), the central bank of the country 
where SWIFT is headquartered, acts as the Lead Overseer, and a protocol 
between the NBB and with SWIFT regulates the objectives, scope, and con-
duct of the oversight activities. !e protocol is supplemented by the bilateral 
Memoranda of Understanding between the NBB and the central banks of the 
G10 countries, delineating their respective areas of responsibility22.

!e SWIFT case is particularly relevant, as so-called High-Level Expecta-
tions that were developed for its oversight laid the foundation for Annex F 
of the PFMI (see paragraph 3.1). When drafted, each “expectation” referred 
to an objective that authorities intended for SWIFT to achieve in terms of 
resilience and operational risk management. !e quali"cation as “high level” 
aimed to grant SWIFT a degree of &exibility in choosing the methods to 
achieve the objectives, as well as the risk management and reporting process-
es. It was not just a matter of adhering to industry best practices: given its 
global importance, SWIFT was expected to exceed those standards.

3.3. #e G7 “fundamental elements” on third-party cyber risk

!e growing interconnection between technology and "nance increases 
operators’ exposure to cyber risk. Not by chance, the "nance ministers and 
central bank governors of the G7 have devoted growing attention to the pos-

22 Oversight activities are carried out through the e%orts of four groups: 1) the Cooperative Oversight Group, 
composed of G10 central banks, which formulates oversight strategies and policies; 2) the Executive Group, 
comprising representatives from NBB, ECB, Federal Reserve Board, Bank of Japan, and Bank of England, 
acting as representatives of the Oversight Group in discussions and communications with the SWIFT Board; 3) 
the Technical Group, responsible for deliberating on technical aspects before presenting them to the Oversight 
Group; 4) the Oversight Forum, which facilitates discussions on SWIFT’s global strategies and the techno-
logical evolution of service providers for the "nancial sector beyond the G10. !e oversight activities cover 
governance frameworks, structures, processes, procedures, and control systems, with a particular emphasis on 
operational risk and service continuity. 
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sible risks to the "nancial sector arising from third-party services. In October 
2022, the latest version of “!e G7 Fundamental Elements for !ird Party 
Cyber Risk Management in the Financial Sector” was published, updating 
the principles "rstly issued in 2016.

!e document contains a set of key elements for managing third-party 
cyber risk, taking into account the increasing outsourcing of ICT services and 
the new threats to the "nancial supply chain. !e fundamental elements are 
high-level principles that "nancial authorities in di%erent jurisdictions may 
refer to in their policy, regulatory and supervisory activities, in seven areas: 1. 
governance; 2. risk management; 3. incident response; 4. contingency plan-
ning and exit strategies; 5. monitoring of potential systemic risk; 6. cross-sec-
tor coordination; and 7. speci"city of third parties in the "nancial sector.

4. "e European regulatory landscape

4.1. #e oversight framework

Article 3 of the Statute of the European System of Central Banks and 
article 127 of the Treaty on the Functioning of the European Union entrust 
European central banks with the task of promoting the smooth functioning 
of payment systems. In the euro area this objective has been transposed into 
standards, guidelines and regulations that set requirements for the oversight 
of payment systems, relevant participants and third-party providers. !e re-
quirements, as part of the Eurosystem Oversight Policy Framework (ECB 
2016), are strongly aligned with the PFMI. !ey are accompanied by meth-
odologies aimed at harmonized implementation and level playing "eld among 
overseen entities in di%erent jurisdictions of the region.

!e oversight perimeter evolves in breadth and depth over time, and in-
cludes the so-called Critical Service Providers (CSPs), i.e. providers of techni-
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cal services and infrastructure that play a key role in the payment ecosystem.

4.1.1. Identi!cation of Critical Service Providers

!e Eurosystem oversees the CSPs that serve the FMIs under its remit23, in 
line with the policy adopted by the Governing Council of the European Cen-
tral Bank in 2017.24 In the broader context the aforementioned Eurosystem 
Oversight Policy Framework, the policy draws inspiration from established 
international practice, in particular, based on Annex F of the PFMI.

!e policy de"nes a CSP as “a service provider that has a direct contrac-
tual arrangement with an FMI to provide, on a continuous basis, services to 
that FMI (and potentially its participants) which are essential for ensuring 
information con"dentiality and integrity and service availability, as well as the 
smooth functioning of its core operations”, where essential services comprise 
“data centers, "nancial messaging/network services, payment processing ser-
vices, settlement functionality, or other business applications related to pay-
ment/clearing/settlement services”.25

In order to identify CSPs and collect useful information on the services 
they provide, the Eurosystem periodically surveys the euro area FMIs; the 
survey covers the payment ecosystem in a broad sense, encompassing system-
ically important payment systems, retail payment systems, card schemes, and 
the TARGET2-Securities settlement platform.26 !e CSPs include entities es-
tablished within or outside the European Union, active in speci"c segments 

23 See ECB (2016), Eurosystem oversight policy framework. 
24 Eurosystem policy for the identi!cation and oversight of critical service providers of !nancial market infrastructures.
25 See ECB (2017) Eurosystem oversight report 2016 and ECB (2021a) Eurosystem oversight report 2020.
26 !e policy and the connected survey have a broad scope, including card schemes and the T2S platform, al-

though they do not meet the de"nition of FMI. Lastly, the Eurosystem oversight framework for electronic payment 
instruments, schemes and arrangements (so-called PISA Framework) puts forward the expectation that governance 
authorities of schemes and “arrangements” participate in the survey, thus likely further enlarging the coverage 
of the payment ecosystem in this exercise. !e Framework de"nes an arrangement as “a set of operational func-
tionalities which support the end users of multiple payment service providers in the use of electronic payment 
instruments. !e arrangement is managed by a governance body which, inter alia, issues the relevant rules or 
terms and conditions”.
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or providing a plurality of services27.
!e providers identi"ed through the survey are evaluated against a speci"c 

set of high-level criteria - such as the importance of the provider to the entity 
they serve and to the ecosystem at large, as well as the absence of alternative 
providers - aimed at determining their criticality in the payment ecosystem. 
!ey are hence divided into macro-categories according to the type of services 
they o%er. Finally, the most appropriate oversight approach is chosen.

4.1.2. Oversight approach

CSPs may be subject to direct or indirect oversight, or to monitoring, 
depending on their speci"c features and those of the ecosystem they support. 
!e Eurosystem de"nes the most appropriate oversight approach taking into 
account numerous factors, among which the powers that may be exercised in 
the relevant national jurisdictions, which may range from moral suasion to 
the enforcement of binding rules.28

Where the CSP o%ers services to several FMIs, it will typically be subject 
to direct oversight; the oversight may be exercised at a national or cooperative 
level, depending on the extent to which the CSP is active across borders.

A CSP may be subject to indirect oversight through requirements imposed 
on the overseen entity it serves. In line with common principles and practice, 
the latter remains in any case fully responsible for outsourced activities. 

Where the CSP would not need to be directly overseen, authorities may 
opt for monitoring, especially in case the provider’s characteristics would ad-
vise constant attention to the evolution of its operations (e.g. in terms of 
growth potential or relevance to speci"c FMIs). 

27 !e list of CSPs under oversight is not disclosed for con"dentiality reasons.
28 For example, the Consolidated Law on Banking expressly provides the Bank of Italy with oversight powers over 

providers of technological or network infrastructure (see paragraph 5.2).
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4.1.3. Oversight requirements and process 

Among the oversight tools, a prominent role is played by Annex F of the 
PFMI (see paragraph 3.1), which acts as a guide for the CSP and authorities; 
it de"nes the methodology for verifying compliance with the expectations 
contained in the Annex, based on a set of key questions for each of the "ve 
risk pro"les. 

Upon request of the oversight authority, channeled through the overseen 
entity served in the case of indirect oversight, the CSP performs a self-assess-
ment against the expectations. As a matter of fact, Annex F was created as a 
tool for indirect oversight, but it is a major reference for direct oversight as 
well.

Whether the CSP is directly or indirectly overseen, the overseer analyzes: i) 
the CSP’s self-assessment, provided to the FMI, against the expectations con-
tained in Annex F; and ii) the relationship between the FMI and the CSP in 
terms of overall contractual robustness and speci"c provisions (service levels 
agreements, performance indicators, possibility of audits and inspections at 
the CSP’s premises). 

4.2. A recent “horizontal” !nancial regulation: the Digital Operational Resilience 
Act

!ird-party risk is among the matters covered in the Digital Finance Pack-
age, published by the European Commission in September 2020. !e Pack-
age comprised a proposal for harmonized primary law on the digital opera-
tional resilience of the "nancial sector, taking the form of an EU Regulation 
(so-called Digital Operational Resilience Act – DORA).29 !e Regulation 

29 As regards the type of the legal act, a Regulation was chosen to attain utmost harmonization of the provisions on 
digital operational resilience in the "nancial sector. DORA will hence be directly applicable in the EU Member 
States, with EEA relevance. Speci"c provision of the Regulation will be further detailed through “level 2” mea-
sures (Guidelines, Regulatory Technical Standards and Implementing Technical Standards).
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was published on the EU O#cial Journal on 27 December 2022, came into 
force after 20 days and has become applicable as from the beginning of 2025. 
Amongst others, it addresses third-party risk from two angles: indirectly, set-
ting out requirements for "nancial entities in their relationships with tech-
nical providers, and directly, establishing a new European framework for the 
oversight of those providers considered critical – bearing similarities with the 
Eurosystem approach described above. 

DORA applies to "nancial entities, but does not apply to operators of 
payment systems and entities involved in payment-processing activities (e.g. 
card scheme governance authorities). !at choice, as the European Commis-
sion highlighted in the "rst phases of the work30 and con"rmed in the report 
to the Parliament and the Council on the PSD2 review31, takes into account 
the speci"cities of the relevant regulatory and oversight framework, including 
central banks’ competences in the "eld of payment systems (as per article 
127(2) of the Treaty), which already result in a robust system of requirements 
and controls on digital operational resilience. !e scope of application of 
DORA will, in any case, be reexamined in the context of the overall review 
of the Regulation.

As regards the subject matter of DORA, i.e. digital operational resilience32, 
it is worth noting the use of the term “resilience” rather than the traditional 
reference to “security”, as well as its quali"cation as “operational” and “digi-
tal”. !e concept of resilience is relatively broader than security, whereas the 
shift towards “digital” instead of “operational” alone suggests that ICT risks 

30 See the Explanatory Memorandum accompanying the European Commission’s proposal of 24 September 2020.
31 See review clause contained in article 58 of DORA, according to which the Commission should report to the 

Parliament and the Council on the opportunity to include operators of payment systems and entities involved 
in payment-processing activities in the scope of application of DORA; Report from the Commission to the 
European Parliament, the Council, the European Central Bank and the European Economic and Social Com-
mittee on the review of Directive 2015/2366/EU of the European Parliament and of the Council on payment 
services in the internal market of 28 June 2023.

32 Article 3 of the Regulation de"nes “digital operational resilience” as: “the ability of a !nancial entity to build, 
assure and review its operational integrity and reliability by ensuring, either directly or indirectly through the use of 
services provided by ICT third-party service providers, the full range of ICT-related capabilities needed to address 
the security of the network and information systems which a !nancial entity uses, and which support the continued 
provision of !nancial services and their quality, including throughout disruptions”.
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play a major role. !e pursuit of digital operational resilience marks a turning 
point compared to that of business continuity, enlarging the exclusive focus 
on uninterrupted service availability to encompass the integrity and con"-
dentiality of the underlying data. Resilience is upgraded to a strategic goal of 
each "nancial entity, and as such is integrated into the governance and inter-
nal controls framework, aimed at an e%ective comprehensive management of 
ICT risks. And third-party risk management ever more contributes to digital 
operational resilience. As regards the entities in scope, as mentioned above, 
DORA covers the "nancial sector. !e new provisions are addressed to 20 
typologies of "nancial entity, aiming to overcome the fragmentation that has 
existed so far, with heterogeneous regulations across sub-sectors, and, some-
times, with national speci"cities. Harmonization is particularly relevant to 
entities active in more countries and sub-sectors. But DORA also introduces 
a European oversight framework for critical service providers, thus going be-
yond the "nancial sector.

In terms of the third-party risk management requirements addressed to 
"nancial entities, DORA provides for the use of key contractual clauses in 
outsourcing arrangements. !ird-party risk management in the context of 
outsourcing is already highly regulated in the "nancial sector, e.g. through the 
ESA guidelines on outsourcing, including those speci"cally targeting cloud 
services.33 DORA strengthens the relevant requirements at the level of EU 
primary law. 

!e Regulation then gives new oversight tasks and powers to European 
and national authorities, in a multi-layer governance structure. !e creation 
of a third-party provider oversight framework is not new as such. It is new 
in that it is created at European level, through harmonized primary law, for 
the "nancial system as a whole. DORA itself acknowledges pre-existing over-
sight frameworks when excluding from its scope the ICT service providers 

33 See EBA (2019), Final Report on EBA Guidelines on outsourcing arrangements, EBA/GL/2019/02; ESMA 
(2020), Final Report - Guidelines on outsourcing to cloud service providers, ESMA50-157-2403; EIOPA 
(2020), Guidelines on outsourcing to cloud service providers, EIOPA-BoS-20-002.
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that are subject to oversight based on article 127(2) of Treaty, in pursuit of 
the smooth functioning of payment systems. Additionally, DORA recognizes 
national frameworks for the oversight of those providers that may be relevant 
at domestic level (see also paragraph 5.2). 

!e ESAs play a key role in the new oversight framework: DORA gives 
them tasks and powers to oversee critical providers. It is the "rst legal act to 
entrust the ESAs with oversight tasks, while they were created to strengthen 
the stability and e#ciency of the "nancial system in the EU, typically by is-
suing guidelines.

As for the institutional architecture, one of the ESAs34 is appointed as the 
Lead Overseer of each critical provider identi"ed, depending on the sub-sec-
tor (banking, securities or insurance) that relies the most upon the provider.35 
!e oversight activity will be performed within a multi-layer set-up under the 
lead of ESAs: i) the Joint Committee, which designates the critical third par-
ties, appoints one of the ESAs as the Lead Overseer competent for each third 
party, provides guidance and promotes coordination; ii) the Oversight Fo-
rum36 provides operational support to the Committee, preparing reports and 
joint positions, and developing collective assessments; iii) the Joint Oversight 
Network allows additional operational coordination across Lead Overseers.

Lead Overseers are endowed with speci"c powers, such as: i) ask for the in-
formation and documentation necessary to continuously monitor the critical 
provider’s operations; ii) conduct general investigations and on-site inspec-
tions37; iii) issue recommendations; iv) impose pecuniary sanctions.

!e governance assigns di%erent roles to the ESAs on the one hand, which 
are responsible for the oversight of the third parties, and the national compe-

34 !e European Banking Authority (EBA), the European Securities and Markets Authority (ESMA) or the Euro-
pean Insurance and Occupational Pensions Authority (EIOPA).

35 In detail, the appointed Lead Overseer for each ICT third-party provider is the ESA responsible for the "nancial 
entities which together account for the majority of total assets, out of the assets of all the "nancial entities using 
the provider’s services, summing up the values in their balance sheets.

36 !e ECB and other relevant authorities also participate. 
37 In conducting such activities, the Lead Overseers are supported by Joint examination teams, i.e. groups created 

for each critical provider, and comprising sta% from national authorities. 
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tent authorities on the other, which are responsible for the supervision of the 
"nancial entities served. !e latter are also in charge of the supervisory feed-
back, i.e. the task to inform supervised "nancial entities of the risks that the 
critical third party may pose and of the recommendations that the Lead Over-
seer may have addressed to it; the authorities may request that the "nancial 
entities adopt speci"c measures as deemed opportune. After evaluating such 
measures and faced with the critical provider’s continued non-compliance 
with the recommendations, national authorities may adopt such measures of 
last resort vis-à-vis the "nancial entities as the request to temporarily suspend 
the use of the service and, ultimately, to terminate the contract.

!e Joint Committee identi"es the critical providers according to four 
non-alternative criteria, concerning: a) systemic impact on the stability, con-
tinuity or quality of "nancial services in the event of large scale operational 
failure faced by the provider; b) systemic relevance of the entities served; c) "-
nancial entities’ reliance on the third party to perform their critical or import-
ant functions; d) the provider’s degree of substitutability, taking into account 
the (lack of ) real competitors, including the feasibility of migrating data and 
workloads to one of those. Following a call for advice from the European 
Commission to the ESAs, technical work has been undertaken to articulate 
such criteria through operational rules to be used for the actual identi"cation 
of critical third parties38.

Based on the above criteria, the category might include the so-called 
BigTechs that o%er cloud computing services, given the relative concentra-
tion and their importance for the market. !e BigTechs would fall within 
the scope of a "nancial oversight framework39 for the "rst time in Europe. 
More traditional providers, like messaging or network service providers, may 

38 Commission Delegated Regulation (EU) 2024/1502 of 22 February 2024 supplementing Regulation (EU) 
2022/2554 of the European Parliament and of the Council by specifying the criteria for the designation of ICT 
third-party service providers as critical for "nancial entities.

39 !e BigTechs fall within the scope of a broader set of European pieces of legislation, among which the so-called 
Digital Markets Act, considering their role as “gatekeepers” or facilitators for the access to several online services. 
the interplay between the di%erent oversight and competition requirements is of interest to the authorities that 
will apply the new legal acts.
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equally fall within the scope, unless already overseen under article 127(2) of 
the Treaty.

!ere are exceptions for speci"c kinds of provider, for example: i) "nan-
cial entities providing ICT services to other "nancial entities; ii) intra-group 
service providers, i.e. providing ICT services predominantly to "nancial enti-
ties within their group; iii) third parties providing ICT services solely in one 
Member State to "nancial entities that are not active at cross-border level; iv) 
as mentioned above, providers already under the remit of Eurosystem over-
sight as per article 127(2) of the Treaty. 

5. Focus on the Italian oversight framework 

5.1. Legal foundation 

With article 146 of Legislative Decree No. 385/1993 (the so-called Con-
solidated Law on Banking - CLB), the Italian legislator entrusted the Bank 
of Italy with the objective of ensuring the smooth operation of the payment 
system40 in terms of reliability, e#ciency and users protection, granting it reg-
ulatory, informational, inspection and inhibitory powers for those purposes. 

!e same article identi"es the categories of entities towards which the 
Bank of Italy can exercise its oversight powers: technological or network in-
frastructure providers are included.

40 !ere are signi"cant links between the smooth operation of payment systems and other public interests; the 
e#ciency and reliability of payment systems contribute to the proper transmission of monetary policy and to 
"nancial stability.
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5.2. Implementing regulations issued by the Bank of Italy

In 2021, the Bank of Italy issued the “Regulation concerning the oversight 
of payment systems and the supporting technological or network infrastruc-
tures”, which innovated the pre-existing secondary oversight legislation by ex-
tending - in accordance with article 146 of the CLB - its scope of application 
to operators of all - including wholesale - payment systems and providers of 
supporting technological or network infrastructure.

!e scope was broadened in response to both the progressively blurring 
distinction between wholesale and retail payments41, in terms of speed of ex-
ecution42 and amounts processed, and to the growing role of technological 
or network infrastructures in the "nancial industry, which requires stronger 
safeguards against the risks associated with the use of external providers by 
market operators. 

In the review of the oversight Regulation, particular attention was paid 
to the role of technical infrastructure or service providers, specialized in the 
"eld of payments. Indeed, as already argued, technological advances and the 
diversi"cation of business models have made the payment chain more com-
plex, and increased the number of players involved; this has called for more 
detailed regulation, not only of transactions exchange, clearing and settling 
activities,43 but also of technical infrastructure and services, on which the reli-
ability and e#ciency of the ecosystem as a whole increasingly depend. 

!e oversight Regulation hence devotes a section to this kind of providers, 

41 E.g. the distinction between “wholesale” and “retail” is not relevant for the purpose of assessing the systemic 
importance of a payment system under European Central Bank Regulation No. 715/2014 on oversight require-
ments for systemically important payment systems (as amended and supplemented). 

42 Instant payments introduced a few years ago make it possible, even in the retail environment, to immediately 
execute transfers of funds between accounts, once possible only at the interbank level using real time gross 
settlement systems (RTGS). 

43 Article 1 of the Bank of Italy Regulation of 9 November 2021 de"nes: ‘exchange’ as the activity in which partic-
ipants in the system exchange payment instructions, i.e. messages and orders for the transfer of funds, or the discharge 
of obligations via clearing; the operator may directly draw up rules for the exchange activity or make reference to rules 
de!ned by others; ‘clearing’ as the conversion into a single credit or debit position – in accordance with the rules of the 
system – of the claims and debts of one or more participants vis-à-vis one or more other participants pursuant to the 
exchange of payment instructions; ‘settlement’ as the discharge of two or more participants’ credit or debit positions.
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listing the main services that support the payment system, from the more 
“traditional” messaging and network services, to multi-party platforms44 that 
enable open banking functionalities (Table 2).

Table 2 - Examples of technological or network infrastructure subject to oversight 
in Italy (1). 

- messaging and network services 

- business services and/or applications for processing and exchanging !nancial and information "ows, clear-
ing and/or settlement of payment transactions between payment service providers and/or between pay-
ment service providers and customers 

- services for retaining and processing sensitive payment data, including user security credentials and routing 
payment data 

- services for processing payment transactions (2)

- multi-party interface services to enable third-party access to accounts (3)

(1)  See article 19 of the Bank of Italy “Regulation concerning the oversight of payment systems and the supporting 
technological or network infrastructures” of November 9, 2021. 

(2)  Services referred to in article 2, paragraph 1, number 28 of Regulation (EU) No. 2015/751 on interchange fees 
on card-based payment transactions.

(3)  Pursuant to Commission Delegated Regulation (EU) No. 2018/389 of November 27, 2017 supplementing 
Directive (EU) 2015/2366 of the European Parliament and of the Council with regard to regulatory technical 
standards for strong client authentication and common and secure open communication standards. 

Pursuant to the Regulation, providers are required to notify their start of 
operations, with no less than three months’ notice. !e noti"cation is also 
instrumental to the Bank of Italy’s broader monitoring of the market and its 
operators.

Applying the proportionality principle, the Bank of Italy identi"es those 
providers that are critical to the orderly functioning of the Italian payment 
ecosystem45, and thus subject to speci"c disclosure obligations and risk man-

44 Multi-party platforms are technical infrastructures for the provision of payment services through the use of 
application programming interfaces (APIs), standards and IT protocols enabling communication and integra-
tion between di%erent applications for the exchange of information &ows between multiple links in a renewed 
payment chain. APIs allow TPPs to connect to a plurality of intermediaries through a single point of access. For 
further details, see Pellitteri et al. (2023).

45 At the time of writing, the list of critical infrastructure or service providers, available on Bank of Italy’s website, 
comprises no. 5 entities.
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agement requirements.46

!e provider’s criticality is primarily evaluated on the basis of certain cri-
teria set out in the Regulation:

i. provision of infrastructure or technical services essential to the con"-
dentiality, integrity and availability of the data processed for a signi"-
cant share of the Italian market;

ii. importance of the payment systems served for the Italian market; and/
or 

iii. absence of alternative providers for the users served.
!e evaluation is carried out as part of an administrative proceeding, which 

is conducted as described in the “Guide for controls” annexed to the Reg-
ulation. !e Guide, together with another annex containing “Measures on 
business continuity”, supplements the national secondary legislation. With 
a view to maximizing the transparency of the Bank of Italy’s actions, the an-
nexes to the Regulation help system operators and technical providers to ful"l 
their oversight obligations: the Guide provides methodological references; the 
second annex provides a framework for the business continuity measures to 
be adopted. Implementing article 146 of the CLB, the Regulation provides 
further legal certainty with respect to the Bank of Italy’s oversight of technical 
providers and strengthens third-party risk protection in the sector.

!is approach ensures alignment with supranational practice, countering 
the risks posed by critical players in the national market, while avoiding du-
plication or con&icts of competences.

6. Conclusions 

Outsourcing strategies and a growing use of third-party services have en-

46 In particular, they are subject to the following articles of the Regulation: article 4 on organization, article 5 on 
the e%ectiveness of controls, article 6 on outsourcing, article 9 on business risk, article 10 on legal risk and article 
11 on operational risks.
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abled companies, especially smaller ones with limited resources, to keep pace 
with the innovation that has characterized the industry over the past 20 years. 
!is, however, has exacerbated a range of risks (such as operational, cyber, 
concentration, reputational, strategic risk) which, when services and func-
tions are transferred from regulated sectors to third parties outside such pe-
rimeter, might &y under the authorities’ radar.

Along with the emergence of increasingly innovative and digitalized prod-
ucts in the "nancial and payment system, the risk exposure mentioned ex-
plains the e%orts of regulators, both at international and national level.

!e paper shows how the risks posed by third parties as well as the regu-
lators’ attention to them have evolved over time. Against the background of 
the "nancial sector as a whole, the analysis focuses on the payment sector, 
considering that payment system oversight has extended to Critical Service 
Providers for quite some time now.

!e di%erent regulatory initiatives analyzed in the "eld of third-party pro-
viders’ oversight reveal the following:

- the interplay among di%erent actors in the payment ecosystem may 
result in risks manifesting themselves in new, less evident ways;

- authorities have timely followed market changes and addressed them 
with ad hoc initiatives, which can be grouped into two main areas: (i) 
interventions targeting "nancial entities, for such entities to manage 
third-party risk; (ii) new frameworks for third-party oversight;

- the oversight frameworks may take on di%erent connotations, depend-
ing on whether they predominantly rely on binding regulation or on 
moral suasion; the latter has been applied and has so far proven success-
ful in the Italian experience, as it provides both the overseers and the 
overseen entities with a degree of &exibility, respectively in performing 
their tasks and demonstrating compliance with requirements;

- it is not possible to establish a priori which approach is best suited in 
general, rather the preferable approach should be chosen case-by-case;

- the Italian oversight approach, with a blend of binding regulation and 
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moral suasion, allows the Bank of Italy to identify, monitor and po-
tentially oversee new players as well as their innovative solutions and 
services, as they may emerge over time. 

As argued in the paper, the Principles for Financial Market Infrastructures 
remain the international benchmark. 

Looking forward, in the European Union DORA will harmonize the ac-
tions to improve the resilience of the "nancial sector, considering its high re-
liance on ICT resources, and see the European Supervisory Authorities (EBA, 
EIOPA, ESMA) perform a new role in the critical third-party provider over-
sight framework. At present, not all operators in the payment ecosystem fall 
within the scope of application of DORA; in any event, the resilience of that 
ecosystem is ensured by consolidated sectoral regulation.

In conclusion, third-party risk is - and will increasingly be - relevant to the 
"nancial sector as a whole, even more so if we consider the web of interde-
pendencies between "nancial and non-"nancial operators, including across 
national borders. Mitigating this kind of risk helps to increase the operational 
resilience of the sector and its operators, with the ultimate goal of protecting 
the end users of "nancial services. It also strengthens public trust in the au-
thorities. 

!is work presents two main limitations: not all of the results from the 
Italian case may be generalized to be considered valid throughout Europe and 
beyond, and the payment ecosystem represents just a portion of the broad-
er "nancial system. !e analyses conducted may, however, constitute a basis 
upon which to develop further comparative studies on the theme. 
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